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IMOJIUTUKA

KpaeBoro rocyapcTBeHHOro 001eo6pa3oBaTebHOro GI0JKETHOrO yUpesKIeHHs
«Crrennanbnas (KOppeKIHOHHAS) IIK0JIa — HATepHAT I Buaa» B OTHOIIEHHUH
. 00pad0TKH MepPCOHANBHBIX JAHHBIX

1. OBIIME MMOJIOXKXKEHMSA
1.1. TepmuHs! u onpenencHus

Ilepconanprble nanHple - sro6as HHQOpPMAlWs, OTHOCAIAACS K NPSMO WK
KOCBCHHO ONpENENEeHHOMY WM ONpefenseMoMy ¢usmueckoMy uumy (cyOBexTy
TIEPCOHANIBHBIX TAaHHBIX).

Orepatop - rocynapcTBeHHEIN OpraH, MyHHLUMIANBHEIA OpTaH, IOPHIAYECKOE HITH
(PH3MYECKOE JIUIIO, CAMOCTOSTENBHO UIX COBMECTHO C APYTHMH JIAIAME OpTraHU3YIOLIUE U
(Wr) ocymiecTBISIIONME 00paGOTKY MEPCOHANBHBIX NAHHBIX, & TAKKe OIIPENENAIOIINE
Henu 06paboTKK NMEepCOHANBHEIX JaHHBIX, COCTAB MEPCOHANBHEIX JAHHBIX, MOMLIEKAIIIX
06paboTke, NeHcTBH (OIepalH), COBEPIIAEMBIE C MEPCOHAILHEIMY TAHHBIMI.

ObpaboTka mepcoHaNBHBIX MNAaHHEIX -  oGoe geifcTBue (omepamus) WK
COBOKYITHOCTE AEHCTBUM (Omepaluii), COBEPINAEMBIX C WCIIOJB30BaHHEM CPELCTB
aBTOMATU3aLMK MM 0e3 HCIONB30BaHHA TAKUX CPEACTB C IIePCOHATBHBIMHE IaHHBIMY,
BKMO4ast CcOOp, 3ammMch, CHCTEMATH3AlMIO, HAKOIUICHHe, XpaHeHHe, YTOYHEHHE
(oOHOBIIEHHe, W3MeHeHNe), H3BIEUYeH e, HCIONB30BaHue, Mepenady (PacIpocTpaHeHHye,
NpeNoCTaBlIeHUe, NOCTYI), OOe3NuYMBaHUe, OIOKHpOBaHWE, yHAleHHe, YHHUYTOXKECHUE
IIEPCOHANIBHBIX JAaHHEIX.

ABTOMATH3MpOBaHHas 0o0paboTKa IIepPCOHANBHBIX HAHHEIX - oOpaGoTka
NEPCOHANBHBIX NaHHBIX C IIOMOILIEBIO CPEACTB BEIUUCIUTEILHON TEXHUKH.

PacnpocTpanenne mNepcoHANbHBIX JaHHBIX - [€HCTBUSA, HaIpaBleHHBIE Ha
PaCKpBITHE MTEPCOHANBHBIX JaHHBIX HEOIpeIe/IeHHOMY KPyTy JIAL.

Ilpenocrasnenne mepCOHANBHEIX JaHHBIX - NEHCTBHS, HANPABIEHHBIE Ha PAaCKPBITHE
NIEPCOHANIBHBIX NaHHBIX ONPENEIEHHOMY My MK ONpeeTIeHHOMY KpyTy JIHIL.

broxupoBaHue NepcOHANbHBIX NaHHBIX - BpeMEHHOEe IpeKpaiieHne o6paboTKH
IIEPCOHANBHBIX [JaHHBIX (32 MCKIIOYEHHEM CIlydaeB, eciid o6paboTka HeoOxommMma I
YTOYHEHHS [IEPCOHANBHBIX TAHHBIX).
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YHHAUYTOXKEHNE NEPCOHAIBHBIX JAHHBIX - JEHUCTBUSA, B pPE3yJbTare KOTOPBIX
CTAHOBUTCSI HEBO3MOXXHBIM BOCCTAaHOBUTBH COJACPKAHUE IIEPCOHAIBHBIX JAHHBIX B
UH(GOPMAIIMOHHON CHCTEME MEPCOHANbHBIX JAHHBIX M (WJIM) B peE3yJbTaTe KOTOPBIX
YHUYTOXKAKOTCS MaTEPUATIBHBIE HOCUTENH NEPCOHAIBHBIX JAaHHBIX.

OO0e3nnMurBaHUE MEPCOHANBHBIX JAHHBIX - JIEUCTBHS, B pPE3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJNb30BAaHUSA JOMOJHUTENbHOW HH(MOpMauu
ONPENENUTh NPUHAMJIEKHOCTh MEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JIAHHBIX.

NudopmanonHas  cucreMa  MEPCOHANBHBIX ~ JaHHBIX -  COBOKYITHOCTb
colepKammxcsi B 0a3aX MJaHHBIX TIEPCOHAIBHBIX JAHHBIX M OOCCICUMBAIOIINX UX
00paboTKy MH(DOPMAITMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

TpaHncrpannuHas mnepegaya IMEPCOHAIBHBIX JAaHHBIX - Iepefaya MNEePCOHAJIbHBIX
JJAHHBIX HA TEPPUTOPUIO HHOCTPAHHOIO TOCYJapCTBa OpraHy BJACTH HWHOCTPAHHOIO
rocyJapcTBa, WHOCTPAHHOMY (U3MUECKOMY JHUIly WIH HWHOCTPAHHOMY HOPHIAMYECKOMY
Ty .

1 . 1 . Haznauenue n IMpaBOBasA OCHOBA JOKYMCHTA

[lonutka KpaeBOro TroCyJapCTBEHHOTO O0IIe00pa30BaTENbHOTO OOJIKETHOTO
yupexnaenus: «CrenuanpHas (KOpPpEKIIMOHHAs) IIKOiIa — HWHTepHAT | Buma», (mamee
VYupexxaenue), onpeaenseT CUCTeMy B3IUIAI0B Ha MpolieMy obecriedeHus: 6e30MacHOCTH
NePCOHAIBHBIX JaHHBIX U MPEACTABISIET COOON CHCTEMAaTU3UPOBAHHOE M3JI0KEHHUE LIeIe
W 3aJ1a4 3alUThl, KaK OJIHO WJIM HECKOJIBKO MPaBWJI, IPOLENYP, IPAKTUUECKUX TPUEMOB U
PYKOBOJSIIUX TPUHIUIOB B 00sacTd WHGOPMAIIMOHHON 0€30MacCHOCTH, KOTOPBHIMU
PYKOBOJCTBYETCSl YUpEXJEHUE B CBOEH AESITEIbHOCTH, a TAaK)K€ OCHOBHBIX HPUHIHUIIOB
NOCTPOCHHUS, OPraHU3AIMOHHBIX, TEXHOJOTHYECKHMX U  MPOIEIYypPHbIX aCHEKTOB
oOecrieyeHus1 0€30MaCHOCTH NEPCOHAIBHBIX TaHHBIX.

3akoHOmaTtenbHOM OCHOBOM Hacrtosmed [lomatuku sBisiores  KoHctutynus
Poccuiickont  @epnepanun, I'paxnanckuid, YrosoBHsldi #  TpyAoBOM  KOAEKCHI,
®enepanbbiii 3akoH 0T 27.07.2006 Ne 152-D3 «O mepcoHambHBIX AAHHBIX», 3aKOHBI,
yKa3bl, IIOCTAHOBJICHWs, JPYrde€  HOPMATHBHBIE  JIOKYMEHTBhI  JCHCTBYIOIIETO
3akoHoj1atenbcTBa Poccuiickoit @enepannu, JokyMeHTel PCTIK u ®Ch Poccun.

HUcnons3oBanne panHoM IlonuTvku B KadyecTBE OCHOBBI UL  [OCTPOCHUS
KOMILJIEKCHOW CHUCTEMBbl HMH(POPMALIMOHHON O€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX
VYupex1eHus MO3BOJUT ONITUMU3UPOBATH 3aTPAThl HA €€ MOCTPOCHHUE.

[Ipu paspaborke I[loNMUTUKK yYUTHIBAIUCH OCHOBHBIC MPHUHIUIBI CO3JIaHMUS
KOMITJIEKCHBIX CHCTeM oOecrieueHuss 0e30MacHOCTH HWH(OpMAIuu, XapaKTePUCTUKH U
BO3MOXHOCTH OPTaHU3AIMOHHO-TEXHUYECKNX METOJIOB M COBPEMEHHBIX ammapaTHo-
MPOTPAMMHBIX  CPEJCTB  3allUThl ¥ MPOTUBOJCHCTBUS  yrpo3aM  0O€30MacHOCTH
uH(popManuu.

OcHoBHbie mnonoxkeHUs: [loauTuku 0a3upyrOTCST Ha KAYECTBEHHOM OCMBICICHUU
BOIIPOCOB 0€30MaCHOCTH MH(OpPMAlMM M HE 3aTParuBalOT BOMPOCOB SKOHOMHUYECKOTO
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(KOJIMYECTBEHHOT0) aHallM3a PUCKOB U OOOCHOBAHMS HEOOXOAMMBIX 3aTpaT Ha 3aIIUTy
uH(bopMaIuu.

2. OBBEKTHI 3AIIIUTHI

OCHOBHBIMH O0BEKTAMH CUCTEMBI O€30MACHOCTU MEPCOHANBHBIX JAHHBIX B OTJENAX
YupexaeHus sBISITCS:

-~ MH(OPMAIIMOHHBIE  PECYpChl €  OTPaHWYEHHBIM  JIOCTYIIOM,  COJEpKallue
[IEPCOHAJIbHBIC JAHHBIC,

-~ nporecchl  00pabOTKM TEPCOHAIBHBIX JaHHBIX B HHPOPMAIIMOHHOW cHCTEME
MEPCOHANBHBIX JaHHBIX YUpPEKICHUs, WH(POPMAIMOHHBIE TEXHOJIOTHH, PETJIaMEHThl U
npoueaypbl cOopa, oO0pabOTKHM, XpaHEHHUS U TMepegaun WHOOpPMAIUU, TepPCOoHA
pa3pabOTYMKOB U MOJIH30BATENICH CHCTEMBI U €€ 00CTY>KUBAIOIINI MIEPCOHAT,

— uH(pOpMaIMOHHAs UHPPACTPYKTYpa, BKIIFOYAIOIIAS] CUCTEMbl 0OpabOTKH M aHaIHM3a
nH(poOpMaIMK, TEXHUYECKME W TMPOTPAMMHBIE CpPEICTBa €€ Oo0paboTKH, Tepemadd |
OTOOpaKEHHUs, B TOM YHCIIC KaHajdbl WH(OOPMAIITMOHHOTO OOMEHA M TEJIEKOMMYHHUKAIIHH,
CUCTEMBI W CpEJCTBA 3alMThl WH(OpMaIuu, OOBEKTHl W TOMEIICHUS, B KOTOPBIX
PacmoIOKeHBI TEXHUYECKUE CPEICTBA 00PaOOTKH MEPCOHABHBIX JTAHHBIX.

3. IIEJHA U 3AJIAYY OBECHIEYEHUS BE3OIIACHOCTH
INEPCOHAJIBHBIX TAHHBIX

3.1. Hurepecs! 3aTparuBaeMbIxX CyGHEKTOB HHPOPMAIOHHEIX OTHOIICHHH

CyObekTaMu HMH(POPMAIMOHHBIX OTHOIICHWH TpU OOECIeYeHUH Oe30MacHOCTH
MIEPCOHATLHBIX JAHHBIX Y UPEIKICHUS SIBIISTIOTCS:

— YupexaeHue, Kak COOCTBEHHUK HH(POPMAIMOHHBIX PECYPCOB;

—  PYKOBOJICTBO M COTPYJHUKH YUpPEKICHHS, B COOTBETCTBUU C BO3JIOKCHHBIMU Ha
HUX (YHKITUSIMH,

— dbu3nyueckue JMIA, COCTOSIHME C YUpPeXKICHHEM B TPaxIAaHCKO-TIPABOBBIX
OTHOIIICHHSX (TpaxkaaHe);

[Tepeunciennble CyOBEKTHl HMH(DOPMAIMOHHBIX OTHOIICHUN 3aMHTEPECOBAaHbI B
00€ECIICUEHUU:

— CBOEBPEMEHHOI'0 JOCTyNNa K HEOOXOJUMBbIM MM I[EPCOHAJIBHBIM JIaHHBIM (HUX
JIOCTYITHOCTH);

— JIOCTOBEPHOCTH (TIOJTHOTHI, TOYHOCTH, aJICKBAaTHOCTH, 11€JIOCTHOCTH) MEPCOHATBHBIX
JIAaHHBIX;

— KOH(UIEHIIUATLHOCTH (COXpaHEHHUS B TAHE) MEPCOHANBHBIX TAHHBIX;

— 3alllUTbl OT HABA3BIBAHWA HM  JIOKHBIX (HGIIOCTOBGpHI:IX, I/ICKa}KCHHBIX)
MMCPCOHAJIBHBIX TAHHBIX]
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— pasrpaHUYeHHs] OTBETCTBEHHOCTHM 32 HApyIIeHUS WX TMpaB (MHTEPECOB) W
YCTaHOBJICHHBIX MPABUII 0OpAIECHUs C TIEPCOHATBLHBIMY IAHHBIMU;

— BO3MOXXHOCTH  OCYIIECTBJICHUS  HEMPEPBIBHOTO  KOHTPOJS W YNpaBICHUS
npolieccamMu 00padOTKU U TIepeIaur MEePCOHANBHBIX JJAHHBIX;

- 3alIUTHI IICPCOHAJIBHBIX JAHHBIX OT HC3AKOHHOI'O PACIIPOCTPAHCHU .

3.2. llenw 3amuThl

OCHOBHOM 1ENbIO, Ha JOCTHKEHHWE KOTOPOM HAIPaBICHBI BCE IOJIOKEHUS
Hactosiie Ilonmutukm, sABigeTcs 3amuTa CyOBEKTOB HH(MOPMALMOHHBIX OTHOLIEHUH
VYupexxaeHus: OT BO3MOXXHOTO HAHECEHUSI UM MaTepUajIbHOT0, PU3NYECKOr0, MOPATLHOTO
WIM MHOTO yuiepOa, MOCPEACTBOM CIIyYallHOro WM MPEeAHAMEPEHHOrO0 BO3ACHCTBHUS Ha
NEPCOHAJIbHBIE TaHHbIE, UX HOCUTEIH, MPOLeCChl 00paOOTKHU U MepeadH.

VYkazaHHas oejab AOOCTHUIaCTCAd IMOCPCACTBOM oOecrnieyeHUsT W TIOCTOSSHHOT'O
moAACpKaHus CICAYOIINX CBOMCTB IMCPCOHAJIBHBIX TAHHBIX!

- JOCTYITHOCTH  NEPCOHAJBHBIX  JAHHBIX  JUISL  JIETAJIBHBIX  IIOJBb30BATENIEH
(ycroitunBoro (GyHKIMOHUPOBAHHUS HWH(GOPMAIIMOHHBIX CHCTEM YUPEeXKJICHUS, TMpHU
KOTOPOM TIOJB30BATENd UMEIOT BO3MOXXHOCTh TMOJIYYSHHUSI HEOOXOIUMBIX MEPCOHATBHBIX
JAHHBIX ¥ PE3yJIbTATOB PEIICHUS 3a/1a4 3a IPUEMIIEMOE JJIsI HUX BpEeMsi);

-~ LEJTOCTHOCTH M AayTEeHTUYHOCTH (MOJITBEP)KJICHHE AaBTOPCTBA) MEPCOHAIBHBIX
JAHHBIX, XpaHUMBIX U 00pabaThiBaeMbIX B MH()OPMALIMOHHBIX CHUCTEMAX YUpEeXIEHUS U
Mepe1aBaeMoi 1o KaHajaaM CBSI3H;

- KOH(bPII[@HHI/IaJ'IBHOCTI/I - COXpaHCHU: B TaHe OHp@I{GJ’IGHHOfI qaCTHU MCPCOHAJIbHBIX
JaHHBIX, XpPaHHUMBIX, O6pa6aTI:>IBaeMBIX 1 1ICpCAaBacMbIX 110 KaHallaM CBA3H.

H€O6XOHHMBIﬁ YPOBCHL AOCTYIIHOCTH, HLEIOCTHOCTH H KOH(I)I/IJICHIII/IaJIBHOCTI/I
IMCPCOHAJIBHBIX JdAaHHBIX obOecrieunBacTCs COOTBCTCTBYIOIIMMU MHOKCCTBY 3HAUYHNMbIX
YIpo3 METOJaMH1 U CPCACTBAMMU.

3 3 . OcHOBHBIC 3ada4u CUCTCMBI obecrieueHus1 0€30ITaCHOCTH NMEPCOHAJIbHBIX JaHHBIX

JUist TOCTVO>KEHHWS OCHOBHOW IIEM 3alUThl M 00ECTIeUeHUs YKa3aHHBIX CBOWCTB
MEPCOHANBHBIX JaHHBIX CHUCTeMa obecrmeueHrus WHPOPMAIMOHHOW 0e30MacHOCTH
VYupexnaenus qoJkHa obecrieunBath 3 (HEKTUBHOE PEIICHHUE CICAYIONIMNX 3a4a4:

— CBOEBPEMEHHOE BBIABICHHE, OIEHKA W MPOrHO3UPOBAHHE MCTOYHUKOB YIPoO3
MH(OPMAIIMOHHOW 0€30MaCHOCTH, MPUYMH M YCIOBUM, CHOCOOCTBYIOIIMX HAHECEHUIO
yiiepba 3aMHTEPECOBAHHBIM CYObEKTaM HH(POPMALMOHHBIX OTHOIICHWH, HapyLIEHUIO
HOPMaJILHOTO (DYHKIIMOHUPOBAHUSI MH(OPMAIIMOHHBIX CUCTEM Y UpPEXKICHMUS;

- CO3JaHNUC MCXAHH3Ma OIICPATHBHOTO pCarupoBaHUA HaA YI'PO3bI 0e30macHOCTH
I/IH(l)OpMaHI/II/I N HCTAaTUBHBIC TCHACHIINU,

- CO3/IaHME YCIIOBUU [IJIi MHUHMMH3AIMM M JIOKAJTW3AlMK HAHOCHUMOTO yiepoa
HEMPABOMEPHBIMU  JICUCTBUSIMU ~ (PUBMUYECKHX W IOPUIUYECKUX JIUI, oOciabieHue



HETaTUBHOTO BJIUSHUSA W JUKBUAAIMS TIOCIEACTBUNA HapylieHUs Oe30MacHOCTH
uH(bopMaIuy;

— 3alIUTY OT BMEIIATENIbCTBA B IMpolecc (YyHKIMOHUPOBAHUS HH(DOPMAIMOHHBIX
CUCTEM YUPEKJIEHUSI MOCTOPOHHUX JHI] (AOCTYyH K MHPOPMALIMOHHBIM PECYpPCaM JIOJKHBI
UMETh TOJIBKO 3apETUCTPUPOBAHHBIE B YCTAHOBIEHHOM MOPSAJIKE M0JIb30BATENN);

— pasrpaHMyeHUe JO0CTyla TMOJb30BaTeleldl K HHPOPMALMOHHBIM, allapaTHbIM,
IPOrpaMMHBIM M UHBIM pecypcaM YupekJeHus (BO3MOKHOCTh JIOCTYIa TOJBKO K TEM
pecypcaM U BBINIOJIHEHHUS TOJIBKO TE€X ONepaluii ¢ HHUMH, KOTOpbIE HEOOXOAMMBI
KOHKPETHBIM I0JIb30BATENISM ISl BHIIIOJHEHUS! CBOUX CIIy>)KEOHBIX 0053aHHOCTEMH), TO €CTh
3alUTy OT HECAHKIIMOHUPOBAHHOIO JIOCTYTIA;

— oOecrieueHue ayTeHTU(puKanuu MOJIb30BaTeleH, Y4aCTBYIOIINX B
uHOPMAITMOHHOM OOMeHe (MOATBEPIKICHUE TMOJIMHHOCTH OTIPABUTENS M TOTydaTens
uHbopMaIm);

— 3a0UTY  OT  HECAaHKIMOHUPOBAHHOW  MOAUGUKALMKA  HCIONb3YyeMBIX B
UH(POPMAIIMOHHBIX CHUCTEMaX YUPEXKIEHHUS NPOTPAaMMHBIX CPEACTB, a TAaKXKe 3alluTy
CUCTEMBl OT BHEJIPEHHs HECAHKIMOHHPOBAHHBIX MPOrpamMM, BKIIOYAs KOMIIBIOTEPHBIE
BUPYCHI;

— 3auTy WH()OpPMAIMU OTPAaHUYEHHOTO IOJH30BAHUS OT YTEUKH IO TEXHHYESCKUM
KaHajaMm Ipu ee o0paboTKe, XpaHEHUHU U Mepelaue Mo KaHallaM CBSI3H.

3 .4. OcHOBHBIE IIyTH PCIICHUA 3ada49 CUCTCMBI 3allIUThI

IlocTaBieHHBIE OCHOBHBIC OCJIN 3al0UThl 1 PCHICHUC TICPCUNCICHHBIX BBIIIC 3a1a4
JOCTHUI'arOTCA:

- CTPOTUM YYETOM BCEX MOAJIEKAIIUX 3aIIUTE PEeCypcoB MH(OOPMALMOHHBIX CHUCTEM
Yupexnenuss (uHpopmanmm, 3a7ad, JOKyMEHTOB, KaHaJIOB CBSI3U, CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX PaOOYMX MECT);

-~ KYPHUINPOBAHUEM [JEHCTBUI IMEpPCOHANA, OCYIIECTBIISIOLIET0 OOCIy)KMBAHHE U
MOAM(PUKALMIO TPOrPAMMHBIX U TEXHUYECKUX CPEICTB HHPOPMALIMOHHON CUCTEMBI;

-~ MOJTHOTOM, pPEanbHOW BBIMOJIHUMOCTHIO W HEMPOTHBOPEUMBOCTHIO TpeOOBaHUM
OpPTaHU3AIMOHHO-PACTIOPSIAUTENBHBIX ~ JOKYMEHTOB  YUpEXKIEHHS IO  BOMpPOCaM
oOecrieueHus: 6€30MacCHOCTH UHPOPMALIUK;

-~ MOJITOTOBKOM JTOJDKHOCTHBIX JIMII (COTPYTHUKOB), OTBETCTBEHHBIX 332 OpTaHHU3AIUI0
U OCYIICCTBIICHHE TMPAKTUYECKUX MEPONPUATHH 10 00ecredeHn0 Oe30MacHOCTH
MIEPCOHANILHBIX JJAHHBIX U MPOIIECCOB UX 00PabOTKH;

— HaJIeJICHUEM KaXKJIOr0 COTpyJHHKa (IOJIb30BaTElsI) MUHUMAIBHO HEOOXOIUMBIMU
JUISL BBITIOJTHEHHSI UM CBOMX (DYHKITMOHAIBHBIX 00sS3aHHOCTEH MOJHOMOYHUSMH I10 JOCTYITY
K HH(POPMAITMOHHBIM pecypcaM Y UpeKICHNUS,

-~ YeTKUM 3HAaHHEM U  CTPOTUM  COOJIOACHHEM BCEMH  IMOJIb30BaTENIMU
MH(OPMAIMOHHBIX CUCTEM VYupexnenus TpeOOBaHMI OpraHu3alUOHHO-
pacnopsIuTeNbHBIX JOKYMEHTOB 110 BOIIPOcaM odecrneueHus 0e30MacHOCTH UH(pOpMaliy;



- MEePCOHAIBHON OTBETCTBEHHOCTHIO 3a CBOM JCHCTBHUSI KaXIOrO0 COTPYJHHKA, B
pamMKax CBOMX (YYHKIIMOHAJIBHBIX 00S3aHHOCTEH MMEIOIIETO JOCTYI K WH()OPMAITMOHHBIM
pecypcam Y upexKICHHUS;

— HEMPEPBIBHBIM MOIEPKAHUEM HEOOXOAMMOr0 YpOBHS 3alIUIIEHHOCTH 3JIEMEHTOB
UH(OPMAIMOHHON Cpeibl Y UpexaeHUS;

- IpUMEHEHUEM (PU3NYECKUX U TEXHUYECKUX (MPOrpaMMHO-aNNapaTHbIX) CPEICTB
3aIIUTBl PECYPCOB CHUCTEMBI M HENPEPBIBHOM aIMUHUCTPATUBHOW MOMJIEPKKOM UX
UCIIOJIb30BAHUS;

— 7 (HEKTUBHBIM KOHTPOJIEM HaJ COONIOACHUEM MOJb30BATENIMU UHPOPMALIMOHHBIX
pecypcoB YupexaeHus: TpeOoBaHUiA 110 00ecrieyeHu o0 0€30MacHOCTH HHGOPMAIIHH;

— IOPUJIMYECKON  3alIUTON HHTEPECOB YUPEXKACHUS TMPH B3aUMOJCHCTBUU C
BHEITHUMU OpTraHU3alusIMH (CBSI3aHHOM C OOMEHOM TEpPCOHAIBHBIMU JIaHHBIMHU) OT
MIPOTUBONPABHBIX JICMCTBUM, KaK CO CTOPOHBbl JTHX OpraHu3alud, TaK H OT
HECAHKIIMOHUPOBAHHBIX JEHCTBUN 00CITY KHBAIOIIETO MEPCOHAIA U TPETHHX JIHII.

4. OCHOBHBIE IPUHIUIIBI HIOCTPOEHUA CUCTEMBI
BE3OINTACHOCTH NEPCOHAJIBHBIX TAHHBIX

[TocTpoenue cucrtemsl, oOecreyeHUus: O€30MACHOCTH NEPCOHAIBHBIX JIAHHBIX
Vupexaenus, 1 ee (GyHKIUOHUPOBAHUE JOJIKHBI OCYIIECTBISATHCS B COOTBETCTBUHM CO
CJIEYIOILMMU OCHOBHBIMH ITPUHIIUIIAMHU:

-~ 3aKOHHOCTb;
- CUCTEMHOCTb;

-~ KOMIIJIEKCHOCTB;

—~ HEIMPEPHIBHOCTH;

- CBOCBPEMEHHOCTb;

—~ MIPEEMCTBEHHOCTh ¥ HETIPEPHIBHOCTH COBEPITICHCTBOBAHUS;

— pazyMHasi JOCTaTOYHOCTh (3IKOHOMMYECKAs 11€JIECO00PA3HOCTB);
-~ MIEPCOHAIbHAS OTBETCTBEHHOCTD;

—~ MUHAMM3AIUS TTOJTHOMOYHIA;,

-~ UCKITIOUCHHE KOH(IIMKTa HHTEPECOB;

-~ B3aMMOJICHCTBHE M COTPYIHUYCCTRO;

-~ ITMOKOCTh CHCTEMBI 3aIIIHTHI;

-~ OTKPBHITOCTh AJITOPUTMOB U MEXaHU3MOB 3aIIUTHL;

— MIPOCTOTAa MPUMEHEHHS CPEJICTB 3aIlUTHI;

-~ 000CHOBaHHOCTh U TEXHUYECKAsI PEAIN3yEeMOCTh;

- CHeruanu3aIus 1 mpodeccuoHamusm;



— 00513aTEIbHOCTH KOHTPOJIS.

4.1. 3akounocts

[Ipeanonaraer oCyuleCTBIEHHE 3AIUTHBIX MEPONPHUATHH U pa3pabOTKy CUCTEMBI
0€30MacHOCTH TMEPCOHANBHBIX JAaHHBIX YUpPEXIEHUS B COOTBETCTBHM C ACHCTBYIOUIUM
3aKOHOJATENbCTBOM B O0JIACTH 3alIUThl MEPCOHANBHBIX JAHHBIX, a TaKXe APYTHX
3aKOHOJIATENIbHBIX aKTOB M0 Oe3omacHocTd uHPopMauuu PD, ¢ mpumeHeHueM Bcex
JIO3BOJICHHBIX METOJIOB OOHApyXEHUsl W MPECEUYCHHs] NpaBOHAPYIIEHWH NHpu padoTte ¢
NEePCOHANBHBIMU JAaHHBIMU. [IpuHSATBIE MEpbl 0€30MaCHOCTH MEPCOHATBHBIX JAAHHBIX HE
JIOJDKHBI MIPEMATCTBOBATh JOCTYNY IMPAaBOOXPAHUTEIBHBIX OPraHOB B IMPELYCMOTPEHHBIX
3aKOHOJATENIBCTBOM CIIyqasX.

Bce mnonb3oBatenn HMHPOPMAIMOHHOW CHUCTEMBI YUPEXKICHUS AODKHBI HMETh
nmpeacTaBieHne 00 OTBETCTBEHHOCTH 3a TIPABOHAPYIICHHWS B 00JacTé 00paboTKH
MEePCOHAIBHBIX JIAHHBIX.

4.2. CucreMHOCTb

CucreMHbIN MOAXOA K MOCTPOEHUIO CUCTEMBI 3aIlIUThl HH(QOPMAIUU B Y UpEKIEHUN
MPEANOJIATaeT YYET BCEX B3aMMOCBS3aHHBIX, B3AMMOACHCTBYIOIINX U U3MEHSIOIINXCS BO
BPEMEHM JJIEMEHTOB, YCIOBUH M (PaKTOPOB, 3HAUUMBIX I IOHMMAaHUS M PEIICHUs
npo6JieMbl obecrieueHust 0€30MaCHOCTH NEPCOHANIBHBIX JAHHBIX.

[Ipy co3maHumM CUCTEMBI 3allIUTHI JOJDKHBI YUHUTHIBATHCSA BCE clladble W Hambolee
yS3BUMBIC MeCTa HH()OPMAIIMOHHBIX CUCTEM Y UPEXKIACHUS, a TAK)XKE XapaKTep, BOZMOKHBIC
OoOBEeKTH W HaIpaBJIEHHUs aTaKk Ha Hee CO CTOPOHBI Hapymwureled (0CoOEHHO
BBICOKOKBATM(DUITMPOBAHHBIX 3JI0YMBINIIICHHUKOB). CHCTEMa 3aIlUThI JODKHA CTPOUTHCS
C YY4ETOM HE TOJBKO BCEX M3BECTHBIX KaHAIOB MPOHUKHOBEHHS M HECAHKIIMOHUPOBAHHOTO
I0CTyna K WHPOPMAUW, HO M C YYETOM BO3MOXKHOCTH TIOSIBICHUS NPHHIUITHAIBHO
HOBBIX ITyTE€H peaau3ainu yrpo3 0€30MacHOCTH.

4.3, KoMIUIEKCHOCTD

KommuiekcHOe UCnoIb30BaHUE METOJOB U CPEACTB 3aLIUTHl KOMIIBIOTEPHBIX CHCTEM
IIPEAIOJaracT COIJaCOBAHHOE IIPUMEHEHUE PA3HOPOIHBIX CPEACTB MPU IOCTPOCHUU
IIEJIOCTHON CHUCTEMBI 3alUThI, IEPEKPHIBAIOIIEH BCE CYNIECTBEHHBIE (3HAYMMBIC) KaHAJIbI
peanu3alid yrpo3 M HE coJepkameid cradblXx MEeCT Ha CThIKax OTHAETbHBIX €€
KOMIIOHEHTOB. 3allliTa JOJKHA CTPOUTHCS JIICIIOHUPOBAHO. BHemHsAA 3amura J0oJKHA
o0ecreunBaThCs (PU3NYECKUMH CPEACTBAMHU, OPTraHU3aIMOHHBIMH U IIPABOBBIMU MEPaMHU.

4.4. HenpepbIBHOCTb 3aIIUTHI

Obecnieuenre 0€30MACHOCTH MEPCOHANIBHBIX JIAaHHBIX - MPOLIECC, OCYIIECTBIIEMbIN
PYKOBOJICTBOM Y UpEXKJEHHUS, OTBETCTBEHHBIM 3a OpraHU3alii0 00padOTKKU MEPCOHATBHBIX
JJAHHBIX W COTPYJAHUKAMU BCEX YPOBHEH. DTO HE TOJIBKO M HE CTOJIbKO MpOIEaypa WU
MOJIUTUKA, KOTOpash OCYILECTBIISIETCS B ONPEACIICHHBIM OTPE30K BPEMEHU WU
COBOKYITHOCTb CPEJICTB 3alUThl, CKOJIbKO MPOLIECC, KOTOPBIA JOJKEH MOCTOSHHO UATH HA
BCEX YPOBHSX BHYTPU YUPEKICHHUS M KAKIABIM COTPYAHUK YUPEXKIACHUS JIOJDKEH
MPUHUMATh y4acTHe B 3TOM Mpoliecce. JlearenpHoCcTh Mo obecrneueHno nHGOPMAIIMOHHON
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0€30IMacHOCTH SIBJIIETCSI COCTAaBHOM YaCThIO TTOBCEHEBHOM ACATEIBHOCTH YupexaeHus. U
ee (P QPEeKTUBHOCTh 3aBUCUT OT Yy4YaCTUS PYKOBOACTBA YUpekJeHHs B 0OecredeHuu
nH(OPMAITMOHHON O€30TTaCHOCTH MEPCOHATBHBIX TAHHBIX.

Kpome Toro, OONBIIMHCTBY (PUBMYECKHX M TEXHUYECKUX CPEICTB 3aIUTHI IS
3¢ (HEKTUBHOTO BBINOJIHEHUS CBOMX (DYHKIMI HEOOXOIMMa MOCTOSIHHASL OPTaHU3alMOHHAs
(aaMuHUCTpaTHBHAS) MOJJEPKKa (CBOEBpPEMEHHAasi CMEHAa M OOecredeHue MpaBUILHOTO
XpaHEHUsT U TPUMEHEHUsS HWMEH, NapoJjeil, MepeomnpeneseHue MOJHOMOYUN U T.IL.).
[lepepbiBbl B paboTe CPEACTB 3alUTHI MOTYT OBITh MCIIOJIB30BaHbI 3JI0YMbBIIUIEHHUKAMU
JUI aHaJlM3a MPUMEHSEMBIX METOJOB M CPEICTB 3aLUTHI, ISl BHEAPEHUS CIIELUATbHBIX
IPOrpaMMHBIX U allapaTHbIX "3aKJIaJ0K" U IPYTUX CPEACTB MPEOJOICHUS 3aIIUTHI.

4.5. CoeBpeMeHHOCTB

[Ipenmonaraer ympexgaromuii  xapakTep Mep obOecrneueHusi 0e30MacHOCTH
IIEPCOHAIBHBIX JAHHBIX, TO €CThb IIOCTAHOBKY 3aJad II0 KOMIUIEKCHOW 3aIlMTe
NEPCOHATBHBIX JaHHBIX M pealu3aluio Mep obecnedeHus: 0€30MacHOCTU MEPCOHATBHBIX
JAHHBIX HAa PAaHHUX CTaJAMSIX pa3padOTKu MH()OPMALMOHHBIX CUCTEM B LIEJIOM U UX CUCTEM
3aIIHTHI, B YACTHOCTH.

Pa3paboTka cucTembl 3allMTHl JOJKHA BECTUCHh MapajuleNIbHO € pa3pabdOTKOl U
pa3BUTHEM CaMOM 3alMIIaeMOil WMH(OPMAIMOHHOW CHUCTEMbl. OJTO MO3BOJUT Y4YeCTb
TpeOoBaHMsI 0€30MAaCHOCTH MPU MPOECKTUPOBAHUM APXUTEKTYPhl U, B KOHEUHOM CUETE,
co3aath 6osee a3 hexTuBHbBIE (Kak MO 3aTpaTaM PecypcoB, TaK U MO CTOWKOCTH) CUCTEMBI,
o0Ja1aroNIyre T0CTaTOYHBIM YPOBHEM 3aIUIIIEHHOCTH.

46 HpCCMCTBeHHOCTb N COBCPIICHCTBOBAHUC

[Ipeanonaraer MOCTOSHHOE COBEPIIEHCTBOBAHWE MEpP U CPEICTB  3aLIUTHI
NEPCOHATIBHBIX JTAHHBIX HA OCHOBE MPEEMCTBEHHOCTH OPraHU3ALMOHHBIX M TEXHUYECKHX
pELIeHM, KaJpOBOTr0 COCTaBa, aHAIM3a (PYHKIMOHUPOBAHHUS MH(POPMALMOHHBIX CHUCTEM
VYupexxaeHuss U CUCTEMbl €€ 3alUThl C y4eTOM H3MEHEHUM B METOJax U CpPEICTBaxX
nepexsara HMHGOPMALMM, HOPMATUBHBIX TpeOOBaHUI MO 3alIUTe, JIOCTUTHYTOTO
OTEYECTBEHHOT'O U 3apyOE’KHOT0 OIbITa B 3TON 00JIaCTH.

4."7. Pa3ymHas 10CTATOYHOCTH (3KOHOMHYECKAS 11€1€CO00PA3HOCTB)

[Ipenmonaraer cOOTBETCTBHE YpPOBHS 3aTpaT Ha oOecnedyeHue Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX [IEHHOCTH MH()OPMALIMOHHBIX PECYPCOB M BETUYUHE BO3MOKHOTO
ymepba OT HX pasriamieHus, YTpaTbl, YyTEYKH, YHUYTOXKEHHUS M HUCKaXKCHHUS.
Hcnons3yemble Mepbl M cpelncTBa obOecreueHHs 0e30MacHOCTH  MH(GOPMAalMOHHBIX
pECYpCOB HE JOJDKHBl 3aMETHO YXYAIIATh ASPrOHOMHYECKHE MOKa3zaTeau padoThl
KOMITOHEHTOB MH(OPMAIIMOHHBIX CHUCTEM YupexaeHus. M3nuinue Mepbl 0€30MacHOCTH,
MOMUMO 3KOHOMHYECKOU HEIP(HEKTUBHOCTH, MPHUBOJIAT K YTOMIICHHIO U Pa3IpakKeHHUIO
nepcoHana.

COS}IaTB a0COJIIOTHO HCTIPpCOAOIMMYIKO  CUCTCMY  3allWMTbl IMPHUHOUIINAIBHO
HEBO3MOKHO. Iloka MCPCOHAJIBHBIC OAHHBIC HAXOIATCA B 06paH_I€HI/II/I, IMPUHUMACMBIC
MCPBI MOTI'YT TOJIBKO CHHU3UTh BEPOATHOCTb HCTAaTHBHBIX BOBHGﬁCTBHﬁ NN ym€p6 OT HHUX,
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HO HE WCKJIIOYHUTHh UX INOJHOCTHIO. [IpM mOCTaTOYHOM KOJIMYECTBE BPEMEHU U CPEICTB
BO3MOXKHO TMPEOJ0JIeTh IOy 3amuTy. I[lo3TOMy WHMeeT CMBICI paccMaTpUBaTh
HEKOTOPBI TMpPUEMIIEMBIN ypOBEHb obOecrieueHus Oe3omacHOCTH. BricokoaddekTuBHas
CHCTEMA 3aIIUTHI CTOUT JAOPOr0, HCIOJIB3YET NMPU pabOTe CYIECTBEHHYIO 4acTh PECYPCOB
U MOXET CO3/1aBaTh OIIYTUMBbIE JOMOJHUTENbHbIE HEYJ00CTBa MOJIb30BATENSIM. BaxkHO
MPaBUJIBHO BBIOPATh TOT JOCTATOYHBIA YPOBEHb 3AIIUTHI, TP KOTOPOM 3aTPaThl, PUCK U
pa3Mep BO3MOXHOTO yiiepoa ObUd Obl MPUEMIIEMBIMH.

48 HepCOHaJ'IBHaH OTBCTCTBCHHOCTDB

[Ipeamonaraer BO3J0KEHHWE OTBETCTBEHHOCTH 3a oOOecleyeHue Oe30MacHOCTH
MIEPCOHANBLHBIX JAHHBIX U CHUCTEMbl UX OOpaOOTKM HA KaXKJOTO COTPYAHHKA B IMpeaesiax
€ro TMOJIHOMOYMA. B COOTBETCTBMM C OSTUM TPUHIUMIIOM pacHOpeeieHre TMpaB M
00sI3aHHOCTEW COTPYJHUKOB CTPOUTCS TakKUM o00pa3oMm, 4ToObI B cliy4ae Jt000TO
HapYIIEHUS KPyT BHUHOBHUKOB OBLIT YETKO M3BECTEH WJIM CBEJICH K MUHUMYMY.

4.9. MuHuMH3a1us TOJIHOMOYUN

O3HayaeT NPEeAOCTABICHUE IOJb30BATEISIM MHUHHMMAJIbHBIX IpaB JOCTyNa B
COOTBETCTBUM CO CIY>K€OHOM HeoOXxoaumocThio. JlocTynm K MEepCOHAIbHBIM JIaHHBIM
JOJDKEH TPEAOCTAaBIATBCS TOJBKO B TOM cllydae U OObEME, €CIM 3TO HEO0OXOINMO
COTPYJHUKY JUIsl BBIITOJIHEHUS €T0 IOJPKHOCTHBIX 00S3aHHOCTEH.

4.10. HckitoueHne KOHQIIMKTa HHTEPECOB (pa3aeneHne QyHKIuM)

OddextuBHas  cucrema  obecrmeueHus ~— WHOOPMAIMOHHOW  O€30MacHOCTH
MpeAnoJiaraeT YeTKOe pa3esieHue 00s3aHHOCTEN COTPYHUKOB U UCKIIFOUEHUE CUTYAIlUH,
Korga cepa OTBETCTBEHHOCTH COTPYIHHMKOB JIOMYCKAaeT KOHPIUKT UHTepecoB. Cdepsl
MOTEHIUAJIbHBIX KOH(MJIUKTOB JOJKHBI BBISIBIATHCS, MUHUMHU3UPOBATHCS, U HAXOJUTCS
MOJ] CTPOTUM HE3aBHCUMBIM KOHTpOJieM. Peann3anusi 1TaHHOTO MPUHLMIA MPEANOJIaraer,
YTO HE OJIUH COTPYAHUK HE JIOJIKEH UMETh MTOJTHOMOYHUMIA, MO3BOJISIIOIINX €MY €IUHOJIUYHO
OCYILIECTBJISITh ~ BBINIOJIHEHUWE  KPUTUYHBIX  omnepauuii. Hajgenenwe  coTpyaHUKOB
MOJIHOMOYMSIMHM, TOPOKJAIOIIMMUA  KOH(JIUKT HMHTEPECOB, HaeT €My BO3MOXKHOCTh
MO/ITaCOBBIBATh MH(MOPMAIUIO B KOPBICTHBIX IEJSIX WM C TEM, YTOOBI CKPBITh MPOOIEMbI
WIN TIOHECEHHbIE YOBITKH. [[I1 CHMKEHHUS pUCKA MaHUIYJUPOBAHUS TMEPCOHAIBLHBIMU
JAHHBIMU U PUCKA XUILECHUS, TAKUE MOJTHOMOYMS JOJKHBI B MAaKCUMAaJIbHO BO3MO>KHOM
CTeTIeHU OBITh pa3/ieJIeHbl MEXAY PA3THYHBIMU COTPYIHUKAMHU WIW TOJpa3JeICHUSIMU
Yupexaenusi. HeoOxoauMo mNpoOBOAWTH MEPUOJAMYECKHE TMPOBEPKU OOS3aHHOCTEH,
(GYHKIIMH U AESTEIbHOCTU COTPYIHUKOB, BBIMOJIHSIONIUX KIIOYEBBIE (PYHKIIMH, C TEM,
yTOOBl OHM HE UMEIU BO3MOXKHOCTU CKPBIBATh COBEPIIECHHE HEMPABOMEPHBIX JEHCTBUM.
Kpome TOro, Heo6X0aMMO NMPUHUMATh CHEIUATbLHBIE MEPHI MO HEIOIMYIIEHUIO CrOBOpa
MEXTy COTPYIHUKAMHU.

4.11. B3aumoperncTBre U COTpy IHUYECTBO

[Ipenmonaraer co3manue OJArONMPHUATHONH aTMOC(ephbl B KOJUIEKTUBE Y UPEKICHUSL.
B Takoii 00cTaHOBKE COTPYIHWUKH JODKHBI OCO3HAaHHO COOJIFO/ATh yCTaHOBJICHHBIC
NpaBWJia M OKa3bIBaTh COJCHCTBUE JEATCIHBHOCTH OTBETCTBCHHBIM 32 OPTaHU3AIMIO
00pabOTKH MEPCOHANTBHBIX TAHHBIX.
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BaxnpiM  snemeHTOM  3(PGEKTHBHOW CUCTEMBI OOecredeHus: 0e30MmacHOCTH
NEPCOHAIBHBIX JAHHBIX B YUpPEXKICHUM SBISETCS BBICOKAas KyJbTypa paboOThl C
unpopmarmeii. PykoBomcTBo YupekaeHHs HeceT OTBETCTBEHHOCTh 3a CTpPOroe
COONIIOICHNE STUYECKMX HOPM M CTaHIAPTOB MPOQPECCHOHATBHON JESTEIbHOCTH,
NOJYEPKUBAIONICH H JEMOHCTPUPYIOLIEH TepCcoOHAly Ha BCEX YPOBHSIX Ba)KHOCTD
oOecrieueHusi MH(OpMaMOHHOW Oe3omacHocTH  YupexaeHus. Bce coTrpynHuku
YupexaeHus T0JDKHBI TOHUMATh CBOIO POJIb B TIpoliecce obecnedeHrs HHPOPMAIIMOHHOM
0e30MmacHOCTH M MPUHUMATh ydacTHE B 3TOM mporecce. HecMoTps Ha TO, 4TO BBICOKas
KynbTypa  oOecrieueHus  WHQPOPMAIMOHHOW  0O€30MacHOCTH  HE  TapaHTHPYET
aBTOMATHYECKOTO JIOCTIKEHUS TIeIIeH, €€ OTCYTCTBUE CO3/IaeT OOJIbIIe BO3MOKHOCTEH IS
HapyIIeHus: 6€30MaCHOCTH WM HEe 0OHapyKeHUs (PaKTOB €€ HapyUICHUSI.

4. 12 I'mObxoCTh CHCTEMBI 341U ThI

Cucrema obecnieueHusi HHGOPMAIMOHHON 0€30MacHOCTH JOJDKHA OBITH CIIOCOOHA
pearupoBaTh Ha W3MEHEHHS BHEIIHEH Cpellbl U YCIOBHUM OCYIIECTBICHUS Y UPEKICHUEM
CBOEH AesATEeNbHOCTH. B uncii0 Taknx U3MEHEHUH BXOIAT:

- VM3MEHEHUs OPraHU3allMOHHON U IITATHON CTPYKTYPHI Y UPEKIACHU;

- HU3MCHCHHC CYHCCTBYIOIINX 500041 BHCAPCHHC IMPHUHIOUIIHATIBbHO HOBBIX
I/IH(I)OpMaIII/IOHHBIX CHUCTEM,

- HOBBIC TCXHUYCCKHUC CPCACTBA.

CBOWCTBO THOKOCTH CHUCTEMbI oOecriedeHus: WHGOPMAIMOHHONW 0e30MacHOCTH
n30aBIII€T B TAKUX CHUTYyalUIX OT HEOOXOJUMOCTH MPUHSTHS KapAHMHAIBHBIX MEpP IO
MOJIHOM 3aMeHEe CPEeACTB M METOJIOB 3alllUThl HAa HOBBIC, UYTO CHIKAET €€ OOIIYIo
CTOUMOCTb.

4. 1 3 . OTKpBITOCTB AJITOPUTMOB 1 MEXaHHU3MOB 3allIUThI

CyTp npuHIMIIA OTKPHITOCTH aJTOPUTMOB U MEXAHU3MOB 3aLIUThl COCTOUT B TOM,
YTO 3allUTa HE JOJDKHA O0ECnedYMBaThCA TOJBKO 32 CYET CEKPETHOCTH CTPYKTYpHOH
OpraHu3aldd U aJIrOPUTMOB (PYHKIMOHMPOBAHUSA €€ IOJICUCTEM. 3HAHUE aJTOPUTMOB
paboThl CHUCTEMbI 3alIUTHhl HE JOJKHO JaBaTh BO3MOXXHOCTH €€ MpeojioJieHus (Jaxe
aBTOpaMm). JTO, OAHAKO, HE O3HAYaeT, YyTo MHpOopMaIus 00 UCHOJIb3YyEMbIX CHUCTEMAaX U
MEXaHU3MaXx 3aIlUThI T0JKHA OBITh O0IIEIOCTYIHA.

4.14. [IpocTtoTa npuMeHeHUs CPEACTB 3aALUTHI

MexaHu3Mbl 1 METOJIbI 3AIIUTHI JTOJDKHBI ObITh MHTYUTHBHO MOHSTHBI U MIPOCTHI B
UCTIONb30BaHuU. [IpuMeHeHne cpeACcTB U METOIOB 3alIUThl HE TOJDKHO OBITH CBS3aHO CO
3HAHMEM CHEIHUAIbHBIX S3bIKOB WJM C BBIIOJHEHUEM JEHCTBUW, TpeOyIOIUX
3HAYUTEJIBHBIX JOTIOJIHUTEJIBHBIX Tpyao3aTpar pu OOBIYHOM pabote
3aperUCTPUPOBAHHBIX IOJIB30BATENEH, @ TaK)Ke HE NOJDKHO TPeOOBAaTh OT IOJIb30BATEINS
BBIITOJTHEHUSL PyTUHHBIX MAJIONOHATHBIX EMY ONEPALUH.

4.15. OO0O0CHOBAaHHOCTh U TEXHUYECKAS PEeaTn3yeMOCTh



NudopmarimoHHbie TEXHOIOTHH, TEXHHYECKHE U MMPOTPaMMHBIE CPEJICTBA, CPEICTBA
U MEpPhI 3alUThl EPCOHATBHBIX JAHHBIX JOJDKHBI OBITh PEATU30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHUS HAYKU U TEXHUKU, OOOCHOBAHBI C TOUKU 3PEHUS IOCTUKEHHUS 33IaHHOTO
YpOBHsI 0€30MacHOCTH HMH(POPMALMM M 3KOHOMHYECKOW I1eJ1eCO00pPa3HOCTH, a TaKKe
JIOJDKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaM M TpeOOBaHMSIM 1O 0€30MacHOCTH
MEePCOHAIBHBIX JIAHHBIX.

4.16. Crenmanuzarnus 1 mpoheccuoHaIn3M

[Ipeanonaraer mpuBjICUYCHHE K pa3pabOTKE CPEACTB M peai3allid Mep 3allUuThI
MEePCOHAIBHBIX JAHHBIX CIICIIUATU3UPOBAHHBIX OpraHU3aIlii, HanboJiee MOArOTOBICHHBIX
K KOHKPETHOMY BHJIy JIESITCIBHOCTH IO OOeCIeueHn0 0e30macHOCTH MHGOPMAIMOHHBIX
PECYpPCOB, MMEIOIIUX OMBIT MPAKTUYECKON pabOThl M TOCYJAPCTBEHHYIO JIMIICH3UIO Ha
MpaBO OKa3aHWs yCIyr B JToil oOnactu. Peanmusammsi agMUHUCTPAaTHUBHBIX MEp U
OKCIUTyaTamusi  CPEACTB  3allUTHI  JODKHA  OCYIIECTBISATHCS — MPOPECCHOHATBHO
MOTOTOBJICHHBIMU CIICIHATTUCTAMU Y UPEKIeHNUS (OTBETCTBEHHBIMU 3a OpPTaHU3AIHMIO
00pabOTKU MEPCOHANIBHBIX JaHHBIX).

4.17. O0s13aTeTbHOCTH KOHTPOJIS

[Ipeanonaraer 00A3aTEIBHOCT, W CBOCBPEMEHHOCTH BBISBJICHHS W TPECCUCHHUS
MOMBITOK ~ HApYIICHUS  YCTAHOBJICHHBIX  MpaBWj, oOecredeHus  O€30MacHOCTH
MePCOHAIBHBIX JIAHHBIX, HA OCHOBE HCIMOJB3yeMbIX CHCTEM U CPEICTB 3alUThI
MePCOHAIBHBIX JIAHHBIX, IIPH COBEPIICHCTBOBAHMH KPUTECPHUEB M METOAOB OIICHKH
() PEKTUBHOCTH ATUX CUCTEM H CPEJICTB.

KOHTpOJIB 3a ACATCIIbHOCTBIO JF000T0 IIOJIBb30BATCIIA, KaXKI0Iro CPCACTBA 3allIUThI U
B OTHOIIICHUH JTIO00Tr0 00BEKTa 3alIUTHI JOJDKCH OCYHICCTBIIATHCA HA OCHOBC ITPUMCHCHUA
CpeaACTB OIICPATHBHOI'O KOHTPOJIA MW PErucrpatvi MW JOJDKCH OXBaTbiBATh KakK
HCCAHKIMMOHUPOBAHHLIC, TAK 1 CAHKIWMOHHUPOBAHHBIC I[GﬁCTBHH MOJIL30BaTEIICH.

Kpome Toro, a¢pdpexktrBHas cucreMa obecnieueHusi UHHOPMAIIMOHHON 0€301aCHOCTH
TpeOyeT Hanuuus aJeKBaTHOW M BceoObemitomeld MHpOpMalMil O TEKYIIEM COCTOSHUU
MPOLIECCOB, CBSI3aHHBIX C JBWKEHHWEM MHQOpMAlMU M CBEIACHUH O COOJI0/IEHUN
YCTAaHOBJIEHHBIX HOPMAaTHBHBIX TpeOOBaHM, a TakXe AOINOJHUTEIbHON HH(pOpMaluu,
UMEIOLIEN OTHOLIEHUE K MpHUHATHIO pemieHui. MHopmanus noikHa OBITH HaJEKHOM,
CBOEBPEMEHHOM, TOCTYIMHON U MPABHIBHO O(OPMIICHHOM.

Henocrarku cucrembl odecrieueHus UHPOPMaIMOHHOM 0€301MaCHOCTH, BBISIBIICHHBIC
COTPYJHUKAMU  YUPEKJEHUS JOJDKHBI HEMEIJIEHHO JOBOJUTHCA JO CBEACHUS
PYKOBOIUTENST YUPEXKICHHUS W ONEPATUBHO YCTPAHATHCSA. BOmpockl, KOTOphIE KaKyTCs
HE3HAYNTEIHHBIMH, KOTJAa OTACIBbHBIC MPOIECCHl pacCMAaTPUBAIOTCS M30JMPOBAHHO, MPHU
PaCCMOTPEHUH WX HApATy C IPYTUMHU acleKTaMHd MOTYT YKa3aTh Ha OTPHUIATEIHHBIC
TEHJCHIIMU, TPO3SIIAE TepepacTd B KPYIHBIE HEJIOCTATKH, €CJIM OHU HE OyayT
CBOEBPEMEHHO YCTPaHEHHBI.

S. MEPBIL, METO/Ibl U CPEJICTBA OBECIIEYEHUS TPEBYEMOI'O
YPOBHSA 3AINUTHI THPOPMALIMOHHBIX PECYPCOB
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5.1. Meps! o6ecnieyenns nHGOPMAHOHHOMN G€30MacHOCTH

Bce mepbl oOecrieueHusi 6€30MacHOCTH MH(MOPMALMOHHBIX CHCTEM Y UpEXICHHUS
HOJPa3IeIIAI0TCS Ha:

-~ MpaBOBbIC (3aKOHOAATENIHHBIC);

- MOPaJIbHO-3TUYECKUE;

-~ TEXHOJIOTUYECKHE;

— OpraHu3aliOHHbIEC (aIMUHUCTPATUBHBIE);

- buzndeckue;

-~ TEXHUYECKHUE (anmaparypHbie U IPOTrPaMMHBIE).
5.1.1. 3akoHOJaTenbHbIE (ITPAaBOBBIE) MEPHI 3aLUTHI

K npaBoBBIM MepaMm 3alUTBI OTHOCSTCS JEHUCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl U
HOPMATUBHBIE aKTbl, pErJaMEHTHPYIOIIME IMpaBwia oOOpalleHus C NePCOHATbHBIMU
JAHHBIMH, 3aKpEIUIIONIME TMpaBa M OO0S3aHHOCTH YYAaCTHUKOB HH(OPMAIIMOHHBIX
OTHOLIEHUI B mpouecce Mx oOpadOTKH M HCIIOJNb30BAaHUSA, a TAK)XKE YCTAHABIMBAIOLIUE
OTBETCTBEHHOCTh 3a HApyWIEHWs OTHUX IpaBWwiI. [IpaBoBbIe Mepbl 3alIUTBI HOCAT B
OCHOBHOM  YIPEXAAOMIMN, NpoQUIAKTUUECKHI XapakTep W TpeOyIT MOCTOSHHON
pPa3bACHUTENBHON paboThl € MOJB30BATENSIMA M OOCITYKMBAIOIIUM MEPCOHATIOM
MH(OPMAIIMOHHBIX CUCTEM Y UPEXKICHHUS.

5.1.2. MopanbHO-3THYECKUE MEPHI 3AITUTHI

K MOpanpHO-3THUYECKMM MEpaM OTHOCATCS HOPMBI IIOBEICHMS, KOTOpPBIE
TPaJMLMOHHO  CIOXWIACh WM  CKJIQAbIBAIOTCS IO  MEpPE  paclIpoCTpaHEHUs
WHOOPMAITMOHHBIX TEXHOJOTHUH B YUpEeKIECHUU. OTH HOPMBI OOJBIIEH YacThIO HE
SBIISIIOTCSA 00S3aTENbHBIMU, KaK 3aKOHOAATEIbHO YTBEP)KJIEHHbIE HOPMATHUBHBIE aKTBHI,
OJTHAKO, WX HECOOJIOJCHNEe MOXKET MPHUBECTH K TMAaJCHUIO AaBTOPHUTETA, MPECTHXKA
YeJIOBEKa, TPYMIIbI JUL WK YUpexACHHS B LEeI0M. MOpalbHO-ITUYECKUE HOPMBI OBIBAIOT
KAaK HENUCaHble, TAK U NUCAHbIE, TO €CTh O(POPMIICHHbIE B HEKOTOPBIA CBOA (yCTaB)
npaBuwil  WIM  [OpeAanucaHuil.  MoOpalbHO-3THUECKHE  MEphl  3alUThl  SBIISAIOTCS
NpOoPUIAKTUYECKUMU W TpeOyIOT TMOCTOSIHHOW paboThl MO CO3/IaHUI0  30POBOTO
MOPaJIBHOTO KJINMAaTa B KOJUIEKTHUBE.

5.1.3. TexHOnorn4eckue Mephl 3aliuThl

K manHOMY BHIY Mep 3alIMTHl OTHOCSITCS PA3HOTO POJa TEXHOJOTHIECKUE PEIICHHSI
U TIpUEMbl, OCHOBAaHHBIC Ha WCIOJb30BaHUU HEKOTOPBIX BHJIOB HW30BITOYHOCTH
(cTpykTypHOH, (GYHKIMOHAIBHOW, WH(GOPMAIIMOHHOW, BpPEMEHHOM W T.1.) H
HaIpaBJICHHbIC HA YMEHBIIIEHHE BO3MOXXHOCTH COBEPIICHHS] COTPYTHUKAMH OIIMOOK U
HapYIIEHUH B paMKax MPEIOCTaBICHHBIX UM MIPaB U TOJTHOMOYHUH.

5.1.4. OpraHu3zalOHHbIE (AAMUHUCTPATUBHBIE) MEPHI 3AITUTHI
Opranu3anMoHHble  (aAMUHUCTPATHBHBIE) MEphl  3AlIUTBl - 3TO  MEpHI

OpPraHU3allMOHHOIO XapakTepa, perIaMeHTUPYIoIUe Mpouecchl (yHKIUOHUPOBAHUS
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cucTeMbl 00pabOTKH NMEPCOHATIBHBIX JAHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB, ACSITEILHOCTD
OOCIIy’KMBAIOIIET0 TEepCOoHalla, a TakXKe MOPAJOK B3aMMOICHCTBHS TOJb30BaTENECH C
CHUCTEMOH TakuM 00pa3oM, yTOObI B HAMOOJBIIEH CTETIEHU 3aTPYAHUTH WM HCKIIOUUTH
BO3MO>KHOCTb PEAIM3alUU yIpo3 OE30MACHOCTH WIH CHU3UTh Pa3Mep MOTEPh B CIydyae UX
pean3anuy.

5.2. ®opMupoBaH¥E ONUTHKH 6E30TIaCHOCTH

['maBHasg w©enp aJIMHHUCTPATUBHBIX MEp, MNPEANPUHHMAEMBIX Ha BBICIIEM
YIOPABJICHUYECKOM YpPOBHE - C(HOpPMHpPOBATH TMOJUTUKY B o0jacTu oOecreyeHus
0€30MacHOCTH MEePCOHATBHBIX JAHHBIX (OTPAKAIONIIYIO MOAXO/bI K 3aIUTE MEPCOHATBHBIX
JAHHBIX) U 00ECTICUUTD €€ BBIMOJHEHUE, BBIICIAS HEOOXOIUMbIE PECYPCHI M KOHTPOIUPYS
COCTOSIHUE JIEI.

C npakTUYEeCKON TOYKHU 3PEHHsI MOJUTUKY B oOnactu obecrieueHus: 6€30MacHOCTH
NEPCOHAJBHBIX JAHHBIX B YUPEXKIECHUU LEIecoo0pa3HO pa3duth Ha JBa ypoBHi. K
BEPXHEMY YPOBHIO OTHOCSITCS PELIEHUs PYKOBOJICTBA, 3aTparuBaroOlUe JESITEIbHOCTh
Yupexnenuss B nenom. [lonuThka BEpXHETO ypOBHS JOJDKHA YETKO OYEPTUTH chepy
BJIMSTHUSI M OTPAHMUYEHUS TIPH OTPENIeTICHUHN IIeTieii 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX,
OTIPEICTUTh KaKUMH pecypcaMu (MaTepuaibHble, CTPYKTYPHBIE, OPTaHU3aIIMOHHBIC) OHH
OyAyT IOOCTUTHYTBHI, U HaWTH Pa3yMHBIA KOMIIPOMHUCC MEXKAYy MPHEMIIEMBIM YPOBHEM
0€e3011acHOCTH U (PYHKIIMOHAIBHOCTBIO.

[TonuTka HWXKHETO YPOBHS, OMpEAeNseT MPOLEAypbl, U TpaBuiIa TOCTHKECHHUS
neiae u pemieHus 3amad  0e30MaCHOCTH TEPCOHANBHBIX JaHHBIX U JICTAU3UPYET
(pernaMeHTHpYET) 3TH IpaBUIA:

- KaKOBbI POJIH H 00513aHHOCTH JOJDKHOCTHBIX JIMII, OTBCYAIOIIHC 3a IIPOBCACHHUC
MTOJINTHKU 0€30I1aCHOCTH IICPCOHAJIbHBIX NAHHBIX;

- KTO MMCCT IIpaBa AOCTYIIa K IICPCOHAJIBbHBIM JJaHHBIM, KTO H IIPHU KAaKHX YCJIOBHUAX
MOXCT YHUTaTh U MOI[I/I(l)I/II_[I/IpOBaTB MEPpCOHAIbHBLIC TAHHBIC U T.A.

[TonuTrka HUKHETO YPOBHS JOJIKHA:

- IpeaycMaTpuBaTh pPEriaMeHT HMHMOPMALMOHHBIX OTHOIIEHUH, HWCKIIOYAIOIMINX
BO3MOKHOCTh NPOW3BOJIbHBIX, MOHOIIOJIbHBIX WJIM HECAHKIMOHWPOBAHHBIX NIEWCTBUU B
OTHOIIEHUH UH(POPMALIMOHHBIX PECYPCOB;

- ONIPCACIATE KOAJIMIHUOHHBIC W HUCPAPXHNYCCKUC IMPUHOUIIBI U MCTOJAbI PA3CIICHUA
CCKPCTOB M paA3rpaHUYCHUA JOCTYIIA K IICPCOHAJIbHBIM NTAdHHBIM,

— BBIOMpaTh MPOrPaMMHO-TEXHUYECKHE (ammapaTHbIE) CPeICTBa MPOTHBOJICHCTBUS
HCJl, ayrentudukanuu, aBTOpHU3AIMH, HACHTUPUKALIUA W JAPYTHX 3alUTHBIX
MEXaHU3MOB, OOECIEUYHMBAIONINX TapaHTUU peaju3allud TpaB U OTBETCTBEHHOCTHU
cyOBeKTOB HH(POPMAITMOHHBIX OTHOIIIEHUH.

53 . PGFHaMeHTaHHH A0CTYyIIa B IOMCIIICHUA

KomnoneHnTsl MHPOPMAIIMOHHBIX CUCTEM YUpeXIEHUS AOJKHBI pa3MelaThCs B
MOMEIIEHUSIX, HaXOMISIIMXCS TOJ OXpPaHOW WM HAONIOJEHUEM, HCKIIOYAIOIIUM
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BO3MOXXHOCTh OECKOHTPOJILHOTO TPOHWKHOBEHHS B TOMEIIEHUS TOCTOPOHHUX JIUIl U
oOecreunBaImMUM GU3HNIECKYI0 COXPAHHOCTh HAXOIANIUXCS B TIOMEIICHUH 3aIUIIIAEMbIX
pecypcoB (1okymeHTOB, APM u T.11.). YOOpKa TakuX MOMEIICHUH JTOKHA MPOU3BOTUTHCS
B IPUCYTCTBUH OTBETCTBEHHOTO COTPYJHHMKA, 3a KOTOPBIM 3aKPEIUICHbl JaHHbBIC
KOMIIOHEHTBI, C COOJIIOJIECHUEM MeEp, HCKIIOYAIOIMKNX JOCTYN MOCTOPOHHUX JIMI[ K
3aIUIIAeMbIM UH()OPMALIMOHHBIM PECypcaM.

Bo BpeMsi 00paOOTKH TepCOHATBHBIX JAaHHBIX B TaKUX MOMEIICHUAX JIOHKEH
MPUCYTCTBOBATh TOJILKO MEPCOHAJ, AOMYIISHHBIA K pab0oTe C MEPCOHAIbHBIMHU JTAHHBIMHU.
3amperniaeTcsi MpUeM IMOCETUTENIE B TMOMEIIECHUAX, KOrJa OCYIIECTBIISIETCS 00paboTka
MEPCOHAIIBHBIX JAHHBIX.

IIo okoHUaHUM pa60qer0 AHA, IIOMCIICHNA, B KOTOPBIX pasMCIIatOTCA KOMIIOHCHTBI
I/IH(bOpMaI_II/IOHHBIX CHUCTCM quen(z[eHI/m, JOJIDKHBI 3aIlIUPAaThCA Ha KIIHOY.

B cnydae ocHalieHus NOMENIEHUN CPEICTBAMU OXPAaHHOW CUTHAJIM3ALUM, a4 TAKKE
ABTOMATHU3UPOBAHHOM CUCTEMOM NpPUEMA W PETUCTPALMM CUTHAIOB OT 3THUX CPEACTB,
IIpUEM-Cllaya TAKMX MOMEIIEHUH 10 OXPaHy OCYIIECTBIISIETCS HA OCHOBAHUU CIIELIMAIBHO
pa3pabaTbIBa€MO HHCTPYKLIUU.

5.4. PermamenTamus mONMycKa COTPYAHHMKOB K HCIOJB30BAHMIO HH(OPMAIMOHHBIX
pecypcoB

B pamkax pazpemurenbHON cUCcTeMbl (MAaTpUIbl) JOCTYIA YCTaHABIUBACTCS: KTO,
KOMY, KaKyr HH(OpMaIuio M Uil KaKoro BUJA JOCTYIa MOXET MPEAOCTaBUTh U IPHU
KaKuX YCIOBHSIX.

Jlomyck monp3oBarenei kK pabote ¢ HHGOPMAIIMOHHBIMU CUCTEMaMU Y UPEKICHUS U
JOCTYIl K €€ pecypcaMm JOJKEH OBITh CTPOro periaMeHTHpoBaH. JItoOble W3MEHEHUs
COCTaBa M INOJHOMOYMH IOJb30BATEIEM MOACUCTEM  JOJDKHBI  MPOU3BOJUTHCA
YCTAHOBJICHHBIM MOPSIKOM.

YpoBeHb MOTHOMOYMN KaXJOTO TMOJB30BATENS OMpPENesieTcs WHANBHUIYaIbHO,
coOroas cienyromue TpeOOBaHus:

—~ KOKIBI COTPYIHUK TOJB3YETCS TOJIBKO TMPEANUCAHHBIMH €My IpaBaMH I10
OTHONIICHUIO K TIEPCOHAJIBHBIM JaHHBIM, C KOTOPBIMH €My HeoOXoauma pabora B
COOTBETCTBHHM C JIOJDKHOCTHBIMH OOS3aHHOCTSAMH. Pacmmpenue mpaB JocTyna u
NPEIOCTaBIEeHUE JIOCTyNa K JIONMOJHUTENIBbHBIM HMH(DOPMAIIMOHHBIX pecypcam, B
00s13aTeIHbHOM TIOPS/IKE, JODKHO COTJIACOBBIBATHCS C OTBETCTBEHHBIMHU 32 OpPTaHHU3AIUIO
00paboTKH MEePCOHATBHBIX JAHHBIX;

- PYKOBOJMTENb YUpPEKIEHUS HMEET IpaBa Ha MNPOCMOTP HUHGOPMAIMU CBOUX
MIOJYMHEHHBIX TOJBKO B YCTAHOBIEHHBIX MpeAenax B COOTBETCTBUH CO CBOUMH
JOJKHOCTHBIMH OOSI3aHHOCTSIMU.

Bce corpynHuku YupexaeHus M 0OCIYyKUBAIOWIUNA MEPCOHAN, OJKHBI HECTH
MEPCOHAIBHYI0 OTBETCTBEHHOCTb 32 HApYyIICHUS YCTAHOBJIECHHOIO TMOps/iKa 00paOOTKU
MEPCOHAIBHBIX JAHHBIX, MPABUJI XPAHCHUS, UCIOJIB30BAHUS U MEPEAAYN HAXOJAIINXCS B
WX PaCHOpPSKEHUU 3allUIIAEMbIX PeCypcoB cucTeMbl. Kaxaplii cOTpyHUK (TIpU MpUeMe
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Ha paboTy) JODKEH MOJIMUCHIBATh 005S3aT€IHLCTBO O COOJIO/IGHNN U OTBETCTBEHHOCTHU 3a
HapyIIEHWE YCTAaHOBJICHHBIX TpPEOOBAHWN 10 COXPAHEHUIO TIEPCOHAIBHBIX JaHHBIX
YupexaeHus.

OOpaboTka NEpPCOHAJIBHBIX AAHHBIX B KOMIIOHEHTAX HH(MOPMALMOHHBIX CHCTEM
VYupexxneHuss  I0JDKHA — IPOU3BOAUTHCS B COOTBETCTBUM C  YTBEPKICHHBIMU
TEXHOJIOTUYECKUMU UHCTPYKLIUSIMHU.

5.5. PernamenTamus TIpoOIECCOB OOCTYKMBAHMS M OCYIIECTBIEHHS MOIU(pUKAIIHI
anmnapaTHbBIX U IPOrPaMMHBIX PECYPCOB

B nenax noanepkaHus pexuma HMH(POPMALMOHHONW O€30macHOCTH ammapaTHoO-
nporpaMMHasi KOHQUrypauuss aBTOMaTH3UPOBAHHBIX pabO4YMX MECT COTPYIHHUKOB
VYupexeHusi, ¢ KOTOPBIX BO3MOXEH JOCTYyN K pecypcaMm HH(GOPMALMOHHON CHCTEMBI,
JIOJDKHA  COOTBETCTBOBATH  KPYry  BO3JIOKEHHBIX HA  JaHHBIX  IOJIb30BaTelied
(yHKIHOHAIBHBIX 00S13aHHOCTEM.

B koMnoHeHTax HHPOPMALMOHHON CUCTEMBI U Ha pabO4YHMX MECTaxX IMOJIb30BaTENeH
JIOJIKHBI YCTAHABIIMBATHCS M UCIIOIb30BAThCA JIMLIEH3MOHHBIE IPOrPaMMHbBIE CPE/ICTBA.

5.6. OGecneuerre ®  KOHTPONh  (PM3MYECKOH  LENOCTHOCTH  (HEHM3MEHHOCTH
KOH(QUTYpAIMH) anmnapaTHBIX PeCypcoB

O6opynoBanre HH(POPMAIMOHHOM CHUCTEMBI, HCIOJb3yeMOE HJsi JOCTyna H
XpaHEHUs TIEPCOHAIIBHBIX JAaHHBIX, K KOTOPOMY JOCTYI OOCIIyKHBAIOIIIETO MEpCOoHaa B
mpoliecce dKCIUTyaTalud He TpeOyeTcs, Mociie HallaJJOYHbIX, PEMOHTHBIX U MHBIX padoT,
CBSI3aHHBIX C JJOCTYIIOM K €r0 KOMIIOHEHTaM JOJI)KHO 3aKPhIBAThCA.

5.7. Tloa6op m moAroToBKa MepcoHaa, 00yUeHHe MoIb30BaTeNei

[Tonb3oBaTenu MH(GOPMALIMOHHBIX CUCTEM YUPEKIEHUS, a TAKKE PYKOBOIAIIUN U
OOCIy’>KMBAIOIIMI MEpCOHAT JOKHBI OBITh O3HAKOMJIEHBI CO CBOUM YPOBHEM
IIOJTHOMOYMH, a TaAKKE OPraHU3alMOHHO-PACIIOPAIUTEIILHON, HOPMAaTUBHOM, TEXHUYECKOU
U OKCIUIyaTallMOHHOW JIOKYMEHTallMeW, OmpeAessomei TpeOoBaHUsS U HOPAJIOK
00pabOTKHU MEPCOHANBHBIX JAHHBIX B Y UPEXKICHUU.

ObecnieueHre 0€30MIaCHOCTH TEPCOHAIBHBIX JAHHBIX BO3MOXHO TOJIBKO IIOCIIE
BbIPA0OTKH Y I0JIb30BATENEH ONpeeeHHON KyIbTYphl padOThI, T.€. HOPM, 00s13aTEIbHbBIX
JUIS UCTIOJIHEHUS BCEMH, KTO paboTaeT ¢ MH(OpMaLMOHHBIMU pecypcamu YupexaeHus. K
TaKUM HOpMaMm MOKHO OTHECTHU 3alpelieHHEe JI0ObIX YMBIIICHHBIX WIH HEYMBIIIJICHHBIX
JICMCTBUM, KOTOpbIE HApYyIIAIOT HOPMAJIbHYIO pabOTy KOMIIOHEHTOB WH(OPMAalMOHHBIX
CUCTEM YUpEXACHHS, BBI3bIBAIOT JOMNOJHUTEIBHBIE 3aTpaThl PECYpPCOB, HAPYIIAIOT
LEJIOCTHOCTh XpaHMMOW H oOpabaTbiBaeMOM HH(OpMALMK, HApYIIAIOT HHTEPECHI
3aKOHHBIX II0JIb30BATENEH, BIAIEIbLEB WM COOCTBEHHUKOB.

Bce monp3oBatenn WHOOPMALMOHHBIX CHUCTEM YUPEXKICHUS JOJDKHBI OBITh
03HAKOMJICHBI C OPTaHU3AIMOHHO - PACTIOPAIUTEIbHBIMU TJOKYMEHTaAMHU 0 00€CTICYEHUIO
0€30MacCHOCTU MEPCOHAIBHBIX JAHHBIX YUPEXKIACHUS, B YaCTH, UX KacaroUIencs, JTOKHBI
3HaTh W HEYKOCHUTENIbHO BBIMOJHATh WHCTPYKIHMH W 3HATh OOIIME OOS3aHHOCTU IIO
oOecrieyeHu o0 0€30MacCHOCTH NEPCOHANBHBIX NaHHbIX. JloBeieHre TpeOoBaHUM yKa3aHHBIX
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AOKYMCHTOB A0 JIMI[, JOIIYIICHHBIX K O6p360TKe 3aUINACMBIX IICPCOHAJIBHBIX AAHHBIX,
AOJIZKHO OCYIICCTBIIATHCA IO POCIIUCE.

5.8. OTBercTBeHHOCTP 3a HApyIICHHS YCTAaHOBICHHOIO MOPSAAKA IIOJIb30BAHHS
pecypcamMu HHPOPMAITMOHHBIX CUCTEM Y UPEKICHUS.

Mepa OTBETCTBEHHOCTH MepCcOoHana 3a JCHCTBUSA, COBEPIICHHbIE B HApyIICHHE
YCTaHOBJICHHBIX MPaBHII oOecrieueHus 0e30macHoi padoThl ¢ MEPCOHATLHBIMU JaHHBIMH,
JOJKHA ONPENENsAThCA HAHECEHHBIM YIIEpOOM, HAJMYUEM 3JI0T0 YMbICHA U JIPYTUMU
dbakTopamMu 10 YCMOTPEHHIO PYKOBOJICTBA Y UPEKICHUSI.

Jng peanm3anuy NpUHLMIA I[IEPCOHAIBHOW OTBETCTBEHHOCTH IOJIb30BAaTEIEH 3a
CBOM JICUCTBUS HEOOXOIUMBI:

—~ WHIUBUIyallbHAs WACHTH(UKAIMS TIOJb30BaTeliel W HWHUIIMUPOBAHHBIX UMU
MPOIIECCOB, T.€. yCTaHOBIIeHWE 3a HuMH uaeHTu(ukartopa (login, Username), Ha 06a3e
KOTOPOTO OYJET OCYIIECTBISATHCS Pa3rpaHUUEHUE JTOCTYMa B COOTBETCTBHH C MPUHITUIIOM
000CHOBAHHOCTH JI0CTYIIA;

— MPOBEPKA MOJIJIMHHOCTH TOJIb30BaTeNiel (ayTeHTU(UKAIMs) Ha OCHOBE MapoJIei;

— peaknuss Ha TONBITKA HECAHKIMOHUPOBAHHOTO JIOCTyHa  (CHTHAIM3aIns,
OJIOKMPOBKA U T.1.).

5.9. Cpencrra obecrieueHns 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX

Jlns obecrieuennss WHGOPMAITMOHHON 0€30MaCHOCTH YUPEXKICHHUS HCIOJIB3YIOTCS
CJIEITYIOITUE CPEJICTBA 3AIIUTHI:

—~ bu3nUecKne cpeacTBa;

—~ TEXHUYECKUE CPE/ICTBA,

—~ CpeICTBa HICHTU(DUKAINN U Ay TCHTU(PUKAIIUH TT0Ih30BaTEIICH;

—~ Cpe/CTBa pa3rpaHUYCHUS JOCTYIIA;

—~ cpencTBa 00ECIICYCHHS U KOHTPOJISI LIETIOCTHOCTH;

—~ CpEICTBa ONEPATUBHOIO KOHTPOJIS U PETUCTPAIIUU COOBITHI OE€30MMaCHOCTH.

CpencTBa 3alIUThl JODKHBI HMPUMEHSTHCS KO BCEM pecypcaM HH(POPMAIMOHHBIX
CUCTEM YUpexJACeHHs, HE3aBUCUMO OT MX BHJIa U (DOPMBI MPEACTABICHHUS UHPOPMALINH B
HUX.

5.9.1. Pu3nuecKre CpeacTBa 3alUThI

duznyeckue MCpBI  3alllUTBl OCHOBAHBI HAa IIPHUMCHCHHHM PAa3HOIo poaa
MCXaHHNYCCKHUX, SJICKTPOHHBIX HUJIH 3JICKTPOHHO-MCXaHUYICCKHNX YCTpOﬁCTB n COOPY)KGHHﬁ,
CriIcOraJbHO MMPCAHASHAYCHHBIX I CO3JJaHHA (I)I/IBI/I‘-IGCKI/IX HpeH}ITCTBI/Iﬁ Ha BO3MOKHBIX
OyTdax IMPOHUKHOBCHUA W AJO0CTyIla IOTCHIHAJbHBIX HaPYHJHTeHeﬁ K KOMIIOHCHTaM
CUCTCMbI M 3alIUMIIACMBIM IICPCOHAJIBHBIM JdHHBIM, a TaKXC TCXHUYCCKUX CPCIACTB
BHU3YaAJIbHOTO Ha6J'IIOI[€HI/I$I, CBiA3HU U OXpaHHOﬁ CHUTHaJIN3alluu.
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s oOecneuenus (u3nyeckoil 0e30macHOCTH KOMIIOHEHTOB HH()OPMAIMOHHBIX
CUCTeM YUpEeXJEHUS HEOOXOAUMO OCYLIECTBIISITh Psii OPraHU3ALMOHHBIX U TEXHUYECKUX
MEPONPUITUNA, BKIIOYAIOMIMX: TMPOBEPKY OOOpYyAOBaHUS, MPEAHAZHAUYEHHOTO IS
00pabOTKH MEepCOHANbHBIX JAHHBIX, HA:

- HaJIM4IUC CIICHNAJIbHO BHCAPCHHBIX 3aKJIaIHBIX yCTpOﬁCTB;
- BBCACHUC JOITOJIHUTCIIBHBIX OI‘paHI/IquI/Iﬁ 10 AOCTYITY B IIOMCIICHUA,

NPpECAHAa3HAYCHHBIC JJISA XpaHCHUA U O6pa6OTKI/I INEPCOHATIBHBIX TAHHBIX]

— o0opynoBaHue cuUCTeM HWH(POpMATH3aLUK YCTPOWCTBAMU 3allUTHI OT COOEB
DJIEKTPOTIMTAHUS U TIOMEX B JIMHUSIX CBSI3H.

5.9.2. TexHuueckue CpeacTBa 3allUThI

TexHuueckue  (anmapaTHO-IPOrpaMMHBIE) MEpbl  3alMTBl  OCHOBaHBl  Ha
WCIIOJIb30BAaHUM PA3JIMYHBIX 3JEKTPOHHBIX YCTPOWCTB M CHELHMAIBHBIX MPOrpaMM U
BBIMOJIHSIOMINX (CaMOCTOSITENIFHO WM B KOMIUIEKCE C JAPYTUMHU CPEICTBAMHU) (PYHKIHH
3aIUThl (MICHTU(DUKALMIO U ayTEeHTU(DHUKALMIO MOJIb30BaTENEH, pa3rpaHUyEHue JOCTyIa
K pecypcam, perucTpauuio coObITUA, KpUNTOrpauuecKkoe 3aKpbiTie HHHOPMALUU U T.11.).

C yuerom Bcex TpeOOBaHMW W MNPUHLUIOB oOecreyeHus: Oe30MacHOCTU
NEPCOHANBHBIX JIAHHBIX MO BCEM HAMNpPAaBICHUSM 3alIUThl B COCTAB CHCTEMbI 3allUThI
JIOJIKHBI OBITh BKJIFOUEHBI CIIEYIOIINE CPECTRA:

- CpCACTBA PA3TrpaHUICHUA OOCTYIId K JAHHBIM,

- CpEIICTBA PErHCTpPallUM JIOCTYNMa K KOMIIOHEHTaM HWHOOPMAIMOHHOW CHUCTEMBI U
KOHTPOJIS 32 UCTIOIb30BaHUEM UH(OPMAIINK;

- CpeIICTBA pearupoBaHUs HA HAPYIICHUS pexuMa HHHOPMAITMOHHONW OE30MTaCHOCTH.

Ha texHuyeckue cpeicTBa 3allydThl BO3JIAraeTCs PEIICHHE CIEAYIOIIMX OCHOBHBIX
3ajadq:

— uACHTUUKAINS ¥ Ay TEeHTU(DHUKAIUS TTOJIH30BATENICH MPU TTOMOIIY UMEH;

— perlaMeHTalrss W YOPABJICHUE JOCTYIIOM IIOJIb30BAaTENIEd B IIOMELICHHUs, K
(U3HYECKUM U JIOTHYECKUM YCTPOMCTBaM;

- 3alIUTa OT TPOHUKHOBEHHS KOMIIBIOTEPHBIX BHPYCOB M Pa3pyLIMTEIBHOIO
BO3JICVICTBUS BPEAOHOCHBIX IIPOTrPaMM;

-~ perucrtpaius BceX JEUCTBUU MOJb30BaTEIsl B 3AlMIICHHOM >XypHaJle, HaJIU4He
HECKOJIBKHUX YPOBHEH perucTpaiuu;

— 3allUTa JAHHBIX CHCTEMBI 3alluThl Ha (HailJIoBOM cepBepe OT JOCTyIa
MOJIH30BATENICH, B UbHM JOJKHOCTHBIE OOS3aHHOCTH HE BXOJHMT pabora ¢ mH(popmaruw,
HaxXoJIAIIeHCs Ha HEM.

5.9.3. CpeactBa uAeHTU(PUKALMK U ayTeHTU(DUKAIIMN MOJIb30BaTENEH
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B mensax mpenorBpaimieHuss paboThl ¢ pecypcamMu HH(DOPMALMOHHBIX CHUCTEM
YupexieHusi MOCTOPOHHUX JIUL HEOOX0IMMO 00ECIeUrTh BO3MOXHOCTh PAclO3HABAHMS
KQ)KJIOT'0 JIETAIBHOTO MOJIb30BATENS (MIIM FPYIII [TOJIb30BATENIEH).

5.9.4. CpeactBa pa3rpaHuyeHus JOCTyma

30HBI OTBETCTBEHHOCTH U 3aJladl KOHKPCTHBIX TCXHHUYCCKUX CPCACTB 3alllUThI
YCTAHABJIMBAIOTCA HUCXOIA U3 UX BO3MOKHOCTEH U OKCINTyaTallMOHHLIX XapaKTCPUCTHK,
OIIMCAHHBIX B JOKYMCHTAIIUN HA JAHHBIC CPCACTBA.

Texnuueckue cpeicTBa pa3rpaHUUYEHUs JOCTYIA JOJKHBI MO BO3MOXHOCTU OBITH
COCTaBHOM YaCThIO €IMHON CUCTEMbI KOHTPOJIS IOCTYIIA:

— Ha KOHTPOJIUPYEMYIO TEPPUTOPHUIO;
- B OTJEJIbHBIE TOMEIICHUS;

- K KOMIIOHCHTaM HWH(POPMAIIMOHHON Cpelbl YUpPEeKJACHHUS W JJIEMEHTaM CHCTEMBI
3aIUTHI TIEPCOHATBHBIX JAHHBIX ((PU3NUECKUN TOCTYII);

— K MH(OpPMAMOHHBIM pecypcaM (IOKyMEHTaM, HOCHUTENsIM MH(popmaiuy, (aitiam,
HabopaM JaHHbBIX, ApXUBaM, CIIpaBKam U T.11.);

- K aKTUBHBIM pecypcam (MPUKIAIHBIM pOrpaMMaM, 3aiadaM M T.11.);
— K OIEpallHOHHOW CHCTEME, CACTEMHBIM IPOIPAMMaM U MPOTpaMMaM 3aIHTHI.

5.9.5. CpenctBa obOecrieueHus: 1 KOHTPOJIS IIEJTOCTHOCTH

CpenctBa oOecrieueHus 1ETOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEJCTBA
pPE3€pPBHOIO  KONMPOBAHUSA, IPOrpaMMbl  AHTUBUPYCHOM  3alIUThI, IPOTPAMMBI
BOCCTAHOBJICHUS LIEJIOCTHOCTH ONEPALIMOHHON Cpeibl U 0a3 JaHHbIX.

CpenctBa  KOHTPOJISL LIETIOCTHOCTH  WMH(OPMALIMOHHBIX  PECYpCOB  CHCTEMBI
npeIHa3HAaYeHbl IS CBOEBPEMEHHOTO OOHapy>KEHUS MOAM(PHUKAIMU WIM HCKAKCHUS
pecypcoB cucteMbl. OHHM TO3BOJISIIOT OOECHEYUTh NPABMIBHOCTH (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIMTHI U [IEJIOCTHOCTh XPAaHUMOU 1 00padaThiBaeMOil HHPOPMALIIH.

5.9.6. CpezacTBa onepaTuBHOTO KOHTPOJIS U PETUCTPAIMU COOBITHI 0€30MacHOCTH

CpenctBa OOBEKTUBHOIO KOHTPOJS JOJKHBI OOECreyuBaTh OOHApYy>KEHUE W
perucTpanuo Bcex coObITUH (IeicTBUil mosb3oBaTene, monsitok HCJ u 1.11.), KoTOphIE
MOTYT TIOBJIeYb 3a CO0OW HapylieHue Oe30MaCHOCTH M TMPUBECTH K BO3HUKHOBEHHIO
KPU3HCHBIX CUTyalui. AHamu3 COOpaHHOM CpeICTBAMH perucTpanuu uHpopManuu
MO3BOJISIET BBISIBUTH (DAKTHI COBEPIICHHS HAPYIIICHUH, NX XapaKTep, MOJACKa3aTh METOJ] €T0
paccieioBaHus W CIOCOOBI TIOWCKA HAPYIIMTENS M WCmpaBiieHus cutyamuu. CpeacTtsa
KOHTPOJISL M PETUCTPALUU JOJKHBI PENOCTABIATH BO3MOXKHOCTH:

- BEJICHUS M aHAJIN3a KYPHAJIOB PErHCTpaIlUu COOBITUI 0€30MacHOCTH (CHUCTEMHBIX
YKYpHAJIOB);

- MOJIydeHHUs] TBEpIOM KomuM (IeyaTH) IKypHaja pErucTpalud  COOBITUI
0e30macHOCTH;
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- YIOPSAIOYEHHS] KYPHAJIOB, a TAaK)KE YCTAHOBJICHUS OIPAHMYEHHUM Ha CPOK UX
XpaHCHUS,

— OIIEPaTUBHOIO  ONOBEIICHUS OTBETCTBEHHOTO 3a OpraHu3aluio o0paboTKu
NEPCOHATBHBIX JAHHBIX O HAPYIICHUSIX.

[Ipu peructpanuu coObITUN 0€30MaCHOCTH B KypHAlle JOMKHA (PUKCHUPOBATHCS
cieayroias uHpopmarus:

- JlaTa v BpeMsi COOBITHUS;
-~ UJIeHTU(PUKATOP CYyOBEKTa, OCYIIECTRIISIONIETO PETUCTPUPYEMOE JCHCTBHE;

— neiicTBUe (TUM IOCTYTA).
5.10. KonTponb 3¢ (peKTUBHOCTH CHCTEMBI 3aIIUTHI

KonTtponb 3¢h(dEeKTUBHOCTH 3alUThl MEPCOHATBHBIX JaHHBIX OCYIIECTBIISIETCS C
LEJIBI0 CBOEBPEMEHHOTO BBISIBIICHUS W MPEAOTBPALICHHS YTEUKU MEPCOHAIBHBIX JTAHHBIX
34 CYET HECAHKIHMOHUPOBAHHOTO JOCTYyIA, a TaKXe NPEAyNPEeXKICHHUS BO3MOMKHBIX
CIICLIMATIbHBIX BO3JCHUCTBUN, HANPABICHHBIX HA YHUUYTOXEHHE IMEPCOHAIBHBIX TAHHBIX,
paspyuieHue cpectB nHpopmatuzanu. KOHTposib MOXKET MPOBOJUTHCS TPUBIICKAEMbBIMU
JUISL TOU LIEJIM OPTaHU3AUSAMU, UMEIOIIUMU JIMLIEH3UIO HA 3TOT BUJI JCATEIbHOCTH.

Ouenka >((PEKTUBHOCTH MeEp 3alUTHl MEPCOHATBHBIX JAHHBIX TPOBOJUTCS C
WCIOJIb30BAHUEM TEXHUUYECKUX M TMPOTPAMMHBIX CPEACTB KOHTPOJSL Ha MPEIMET
COOTBETCTBHSI YCTAaHOBJIECHHBIM TPEOOBAHUSIM.
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